infrastructure with all the linkages of the parts known to every traveller and with experts (such as pilots, mechanics and travel agents) available to handle specialized functions. The information required by travellers is readily accessible in the form of maps, signs on roads, at airport terminals, railway stations, bus stops, etc. In the new age of clinical care, patients would not consider it necessary to consult a highly trained and salaried doctor to assist them in navigating through the maze of healthcare options, just as they would not consider consulting someone with a postgraduate qualification in geography when planning a route to their chosen destination. Weed suggests that all the public will require from healthcare professionals is that 'they be competent and routinely evaluated, but for the particular function they perform'.
THE CAVEATS
The scenario described by Weed is timely and appealing. However, his analogy with the travel system, while illustrative, is not wholly parallel. If a traveller gets the route wrong, misreads the signs or encounters delays, the worst that can happen is that they arrive in the wrong place at the wrong time. If a healthcare decision is based upon insufficient or invalid information, or facilitated by an unskilled or under-trained doctor, then the consequences are potentially a great deal more serious.
Given that the outcome of the healthcare process is significantly more important than that of using the transport system, it follows that the development of a new healthcare infrastructure and evolution of professional roles must be approached with care. Planning and executing a long distance multiple stopover journey, in the quickest time possible, at least cost, is not always a straightforward task. The situation is made complex by the plethora of different modes of travel and numerous travel operators, each of which operates different (and generally non-connecting) routes, the inaccurate and frequently changing timetables, and the often impenetrable pricing structures. To make matters worse, the IT support provided to assist in the task is usually non-existent or ineffective, and the staff generally untrained and unhelpful. Many of the problems of the transport system can be attributed to decentralization and privatization, severe competition between operators and the lack of suitably qualified staff. Clinical informatics faces a number of challenges in order to ensure that the new healthcare infrastructure does not develop into a chaotic and unmanageable system which is difficult to navigate, and that the healthcare professionals New challenges for clinical informatics: knowledge management tools
H. Heathfield and G. Louw
It is widely recognized that medicine has reached a crisis point. Doctors can no longer memorize or effectively apply the vast amounts of scientific knowledge that are relevant to their clinical practice. Estimates suggest that human knowledge doubles every 33 years [1] , while the expansion of medical knowledge is currently estimated at doubling about every 19 years. In contrast, our intellectual capacity has remained practically static over the last thousand or so years [2] .
Many have looked to Information Technology (IT) to solve the problem of information overload in medicine. Simply converting existing information resources into an electronic form, however, and distributing or making them accessible to users, is far from adequate and can often exacerbate the problem of information overload. Efficient organization and distribution of knowledge is one of medicine's biggest challenges, and there is much talk about the new paradigm of 'knowledge management tools' which will transform the way medicine is practised.
THE VISION
In a recent paper published in the British Medical Journal [3] , Weed recognizes the problem of information overload and presents the idea of 'knowledge-coupling' software which aims to retrieve and organize information in a usable form. He envisages that patients will play the leading role in determining their own healthcare -facilitated by these new information tools -in conjunction with clinicians. The role of doctors will be to provide assistance to patients at the various decision-making steps, mainly in performing functions they cannot do alone, for example feeling their spleen or replacing their hip. Weed uses the analogy of travel systems: people use the system successfully because it has a highly developed responsible for facilitating a patient's journey are not ineffective and do not confuse patients. These challenges fall into four main categories.
THE CHALLENGES

The knowledge tools themselves
How are knowledge management tools different from existing clinical software systems? This new generation of information tools differs from past approaches in that they 'merely' seek to provide information in the right place, at the right time and in the right format. Unlike past endeavours, such as so-called 'expert systems' whose objective was to mimic or even replace human decision-making, the new generation of knowledge management tools will address the first stage of decisionmaking, namely the retrieval and organization of information in a usable form to improve the capacity for making decisions. However, little work has been done which looks at the information needs of doctors in the first stage of decision-making and few, if any tools, developed to address these needs. If useful and effective knowledge tools are to be produced it is essential that they are based upon a sound understanding of the cognitive constraints under which clinicians operate, and the strengths and weaknesses of human decision-making [4] . Tool developers need to look to alternative models of decision support (such as cooperative tools) to support doctors in recall and differentiation tasks [5] .
What kind of tool is a knowledge management tool? Weed's 'knowledge-coupling' software aims to ensure that for a given problem all relevant diagnoses or management options known to medical science are readily available. Any unique features of the problem are noticed and assessed, and appropriate associations are made between the unique features of the situation and the many diagnostic or management options [3] .
WAX is a knowledge management tool that aims to provide intuitive support for clinical decision-making in general practice. The software represents an open architecture for managing knowledge and helps clinicians create, organize and browse electronic books with only minimal technical knowledge. The interface operates in a similar manner to a Web browser and uses familiar concepts such as library, shelf, book and page, enabling the general practitioner (GP) to carry out searches and place notes on the library contents. WAX is currently being piloted across two regions in the UK (Oxford and Cambridge), where more than 50 GPs are using it. GP groups and hospital-based consultants in these two regions have worked on a voluntary basis to compile a number of relevant books that are provided with the WAX system. These include books on disease management, referral guidelines, local service information, contact names and addresses and patient information [6] .
A parallel development in the wider field of computer science, called Electronic Performance Support Systems (EPSS), may have important lessons for knowledge tool developers. EPSS aim to deliver 'the right knowledge at the right time' and to enhance users' performance by providing them with the knowledge required by the task they are performing at the time they actually perform the task [7] .
The systems cited above appear to be somewhat different in their objectives. However, they must all address the fundamental task of providing an information infrastructure to efficiently connect those who produce and archive medical knowledge to those who must apply that knowledge at the point of care. This task makes prominent a number of issues, many of which are at the social and organizational level, as well as the technical.
Retrieval efficiency
The success of knowledge management tools is dependent upon the efficiency of information retrieval. Barriers to retrieval efficiency are either physical or functional.
Physical barriers relate to the accessibility of the point of contact of a knowledge resource (e.g. a knowledge resource that is accessed via a desktop PC in the consultation room versus one accessed via a laptop that can be used anywhere), and also the retrieval distance (e.g. an information base stored locally versus one which is stored on a remote server) which affects retrieval time.
Functional barriers relate to the extensiveness (i.e. coverage) of a knowledge resource, and also the way in which it is organized and indexed. These two factors affect the searchability of the resource, which must be sufficiently effective to enable relevant information to be retrieved within an acceptable timeframe [8] .
While users may perceive a knowledge resource to be of a high quality, this does not mean that they will necessarily use it regularly. Functional barriers often act as a disincentive. For example, searching Medline frequently 68 Health Informatics Journal yields a low ratio of clinical acceptability-toretrieval effort (that is, the effort required to retrieve the information outweighs the clinical usefulness of the information in the current decision-making context) and it is thus used infrequently at the point of care.
Time and effort are the major barriers to knowledge access: these barriers have largely blocked the integration of knowledge seeking into the usual workflow and have traditionally limited the usefulness of decision-support applications [9] .
Search strategies and indexing techniques
If systems must provide a high ratio of clinical usefulness to retrieval effort (discussed above), then any search algorithms used must be effective and very fast. The efficiency and effectiveness of any search technique is, however, highly dependent upon the method of indexing employed in a knowledge resource.
Knowledge management tools will need vast stores of patient data and clinical knowledge available electronically, but also identifiable as relevant to some specific decision tasks. This means that knowledge must be given some semantics and structure [10] . At the moment we do not know how detailed a structure is required to support efficient retrieval in knowledge management tools. But, given the vast amounts of patient data and clinical knowledge these tools must use, even minimal structuring could require major effort.
For example, in the first version of the WAX system (described above), the text contained within books is organized as pages of information. Each book must have a table of contents defined, and also a title defined for each page it contains. The clinicians who author these books are responsible for ensuring that the keywords used reflect the actual contents of a page or book, and are unique. This version of WAX operates a very simple, exact pattern-matching search. Users can restrict this either to the current book or to a particular bookshelf. While this method of indexing and searching was acceptable during the pilot stages of the project, when the number of books in the system was small, current versions of WAX are devising a more sophisticated approach to deal with the expanding size and complexity of the knowledge resource and the requirement for more effective searches [11] .
The process of simply retrieving passages of unstructured text for visual scanning and interpretation mimics established patterns of patient record use by clinicians who are making decisions about individual patient care [10] . However, unless knowledge management systems include some semantics in their index mechanism, then simple issues such as mis-spellings, or the use of synonyms, become extremely problematic. Furthermore, important information may be overlooked, or inappropriate information retrieved. This problem is commonplace when using the WWW, where often several hundreds of hits may be obtained for a particular search, many of which are totally irrelevant.
A possible solution to the search problem may be to use some sort of term bank or semantic model, which enables the system to match synonyms or semantically related terms -for example, the UMLS system [12] or GALEN [13] . However, these approaches require complex search algorithms and large amounts of storage. At the moment we do not know how detailed a structure is required to support knowledge tools. But, given the vast amounts of patient data and clinical knowledge these tools must use, even minimal structuring could require major effort.
Another approach to searching knowledge resources may be to use a more sophisticated version of bookmarks, for example, based upon the number of times a user visits a page and the amount of time they stay there. The systems could even record and analyse a larger set of users (e.g. within an individual medical practice or Health Authority) to find the most popular navigation pathways and sites visited, and then use this to predict other users' information needs. Little research has been done around these issues, but many of them are similar to those encountered by Web search engines.
Design considerations
The primary design goal of a knowledge system is that knowledge be easily retrievable by the users at the time they need it and to make such knowledge easily updatable by users and system administrators. Thus interface design will become paramount. Furthermore, knowledge systems must integrate with existing patient record systems if they are to provide patient-specific advice. Knowledge tools will require a greater degree of user involvement in the design and development process, and alternative system development methodologies -such as user-centred design [14] and ethnography [15] -will become more important.
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CHALLENGES FOR HEALTHCARE PROFESSIONALS Training
Weed sees healthcare professionals becoming facilitators of patient care in collaboration with knowledge management tools [3] . This changed role for doctors demands new skills. In particular, doctors will need to be trained in the use of these new tools, and understand the significance of the information they present. While basic information technology skills are being introduced into the undergraduate medical curriculum, important medical informatics issues are not generally addressed. Even if the curriculum is changed to provide the next generation of doctors with these new skills, there are severe retraining problems looming for the current clinical community.
Accreditation
Weed also implies that doctors' training will become less general and concentrate on a particular patient-care function. Thus there will be many more less highly skilled -but more specialized -practitioners to be registered and regulated; a task which will require a large infrastructure and increasing resources.
Ethics
If patients become highly educated about their illnesses and the treatment options available, then doctors may find themselves persuaded (or pressurized) by patients into carrying out some course of action they do not consider to be in a patient's best interest. For example, a patient may regard the potential side-effects of a drug worth the risk given their personal circumstances. Patients who know more generally demand more of the health service, which puts additional strain on an already overstretched healthcare budget. Patient empowerment also has the potential to exacerbate class differences, as highly educated patients who have easy access to a wide range of information resources are in the best position to lobby their doctor.
CHALLENGES FOR PATIENTS Education
The new paradigm of healthcare will have an enormous impact upon patients. Expecting patients to understand their illnesses and healthcare choices requires that they acquire some of the knowledge currently held by doctors. Education in schools will have to be put in place to give adults these skills. This will need to be supported by information tools which facilitate patient learning. To date there has been little research into the topic of patient education and few systems developed.
Responsibility
Weed's vision assumes that patients will have to take greater responsibility for their own health. He compares patients to travellers who determine their own destination and route with the assistance of experts. In reality, however, people often arrive at the travel agent uncertain of where they want to go and how they wish to get there. Many people return from their holidays dissatisfied with their choice of destination and route. Giving greater choice and responsibility requires an attitude shift in society which may take several decades to achieve.
Vulnerability
Patients may be more vulnerable than previously. How will people know where to get the best treatment? Will they be open to competitive advertising as with other commodities and how will they avoid inferior practitioners? Regulations will need to be put into place to protect healthcare consumers.
CHALLENGES IN ORGANIZATIONAL ISSUES The knowledge resources
Knowledge is the primary resource of knowledge tools. But where does all this knowledge come from? Will it encompass all paper-based sources, including books, journals, reports, reviews, case studies and expert opinion? Is the information added without consideration given to its quality? How will the information be appraised, who will determine which information is added and which excluded, and who will be responsible for its validity? While it could be argued that an electronic knowledge resource should be treated in the same manner as a paper-based publication, this is clearly a naïve viewpoint, given that the information is intended to influence decisionmaking at the point of care, and can directly influence clinical behaviour.
There is already strong opinion that many published articles are invalid due to poor methodological quality, and so should not be used to inform clinical practice [16] . Much of the information that currently finds its way into knowledge resources is based upon personal and local experiences, rather than evidence that has been obtained through rigorous scientific experimentation. This situation creates issues of validity and liability. However, if the contents of knowledge resources are tightly controlled, as for example in the Cochrane Database [17] , then evidence obtained through less rigorous methods, such as case reports and case series, may be overlooked, despite the fact that some clinicians consider these studies to be a valuable contribution to the medical literature [18] . Greenhalgh reminds us, for instance, of the case report which alerted the world to the potentially damaging side-effects of the drug thalidomide [19, 20] .
Collating, structuring and updating the vast amounts of clinical knowledge available is an enormous task that will require vast amounts of time and effort. We cannot rely on volunteers and users to do this. Furthermore, it is important that systems do not replicate information and base their decisions on upto-date information. Systems will have to be networked, so that a central store of information is kept and a formal mechanism for updating the information is put in place and administered by some responsible organization. The question then arises whether this responsible organization should be industry or government-funded and whether users should pay for access to knowledge sources? If knowledge sources are produced by different parties, then we need standards of representation, structuring and integration that are strictly defined and widely used. If not, we could find ourselves with a plethora of isolated knowledge tools that duplicate the information they store, and are unable to exchange information with others.
Evaluation of knowledge management systems
What evaluation questions and methods are applicable to knowledge management systems? While current opinion in the medical informatics community is turning away from the clinical trial model of evaluation used for drugs, there is little help for those attempting to evaluate the process of delivering clinical knowledge to decision making [21] . Clinical systems have generally been evaluated by decision outcomes, rather than the decision process components [22, 23, 24, 25] . What is needed is evaluation which focuses upon process gains in decision-making as opposed merely to outcomes. Elson argues that systems which do little to alter the processes whereby clinicians make decisions have not generally been shown to be effective [26] . Information seeking is a logical process component upon which to focus measurement efforts. Possible process variables which can be measured include: source-specific seek times and failure rates, data-specific seek times and failure rates, retrieval accuracy, decision-making performance and decisionmaker satisfaction with, or difficulty ratings of, information seeking. Other measures could include how much decision-making time is saved in the act of information retrieval as well as other savings in decisionmakers' cognitive time and effort.
Smith provides a practical formula to establish the usefulness of medical information; usefulness = relevance × validity/work to access [27] . The relevance of any information is based on the frequency of exposure to the problem being addressed and the type of evidence being presented. Validity is the likelihood of the information being true. Work to access the information is the time and effort spent extracting the information. The ideal information source will be directly relevant, contain valid information, and be accessed with a minimal amount of work.
Validation and liability
The issue of validating a knowledge base in expert and decision support systems has always posed problems for the clinical informatics community. Given that such tools have never been widely used, the problem has been mainly academic. However, with the anticipated widespread use of knowledge tools and their dependence on large-scale knowledge resources, validation and hence liability become increasingly important.
DISCUSSION
The challenges discussed above are wide-ranging and difficult. The idea that clinicians are independently contracted individuals who must supply their own knowledge storage and retrieval tools is outdated. It is more appropriate to see them as production workers, working within a healthcare organization that, like other organizations, provides its workers with the tools to undertake their work effectively. There is also the need to move away from a cliniciandirected model to a resource-centric system, which will effect a clear paradigm shift on knowledge management, in much the way Elson [18] suggests. While the shift may have started as a result of technological advances related to Web clients and servers, considerable information-indexing and retrieval hurdles remain. The shifts that are currently taking place in medical school education, where clinicians are taught how to use information retrieval systems, will not solve the problem of decision making. What is still required are integrated systems that fit into the usual workflow and require minimal training to use. Berwick [29] stressed that simply making changes within a system is not going to bring about any real improvements to patient care. Instead, he argues for a radical approach which re-engineers a whole system, rather than parts within it.
The concept of knowledge management systems is still a long way from realization. A study by Gorman and Helfand concludes that no matter how fast, inexpensive and easy to use systems are, they will not be used more widely until practitioners themselves are convinced that these systems provide answers that help solve the problems of patient care [28] . Smith also highlights some potential barriers to their success, suggesting that doctors are looking for guidance, psychological support, affirmation, commiseration, sympathy, judgment and feedback [27] . He argues that this aspect of doctors' information needs is especially poorly explored, and yet it may well be the most important need and the biggest stumbling block to a technical solution.
